
2018 Digital Multimedia Evidence Audit Report   Page 1 of 13 
 

 

  

To: Ryan Johnson, Digital Multimedia Evidence Manager 

From: Carisa Martinez, Quality Specialist 

Cc: 

 
Lori Wilson, Quality Director 
Jerry Pena, Crime Scene Unit and Digital Multimedia Evidence Director 
Peter Stout, CEO 

Date: 
 
March 13, 2018 

Re: Digital Multimedia Evidence Internal Audit Report 

  

An internal audit of the Digital Multimedia Evidence (DME) section was conducted February 19-23, 2018. 

The audit focused on casework completed between April 2017, the time of the last internal audit, and 

January 2018. 

Audit Team 

Team Lead: Carisa Martinez 

Audit Team 
Members: 

Lori Wilson, Jackeline Moral, Aimee Grimaldi, Paula Evans, Annalivia Harris, Erika 
Ziemak, and Callan Hundl 

 
The purpose of the audit was to verify compliance with ISO 17025, ANAB Supplemental Requirements, 
HFSC Quality Manual, and DME procedures and training manuals. The following table shows the tasks 
completed during the audit. 
 

Audit Task Completed 

Case File Records Validations 

Evidence Audit Performance Verification 

Evidence Assigned to Examiner Audit Release Notes Binder 

Equipment and Software Inventory Out of Service Log 

Personnel Files Training Manual 

Annual Proficiency Tests Document Approval 

Competency Tests, if applicable Forensic Hardware Labeled 

Interviews/Witnessing Security Audit/Key Audit 

Houston Forensic Science Center 

INTEROFFICE MEMO 
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Personnel in the Quality Division do not have technical expertise in digital or multimedia evidence 
analysis and, during some case record reviews, requested technical assistance from staff in the Digital 
Forensic Laboratory (DFL) or the Forensic Multimedia Unit (FMU).  For the purposes of this audit, the 
Division did not determine the technical correctness of the records referred to in this report.   
 
The information below lists opportunities for improvement, observations, and nonconformances noted 
during the audit.  All findings must be addressed by April 16, 2018, unless an extension is approved by 
the Quality Director. Audit findings may be appealed by section management if received in writing by 
the Quality Division before March 20, 2018. 
 
It is the intent of HFSC to have sectional SOPs and other documents, such as Quality incident and 
corrective action reports and audit reports, posted on HFSC’s public eDiscovery website. The website 
was reviewed during this audit.  One FMU SOP was posted and that SOP is outdated.  No DFL SOPs were 
posted and there is no DFL tab on the eDiscovery site.  The only DME tab is labeled ‘Multimedia’.   
 
The audit close-out meeting was held with section management on March 2, 2018.  At the time of this 
meeting, the written audit report had not been finalized. 
 

A. Digital Forensics 
 
Opportunities for Improvement 
 
1. When issuing amended reports, list which report is being amended and what is being amended 

within that report. 
 
Observations – although these are not listed as Nonconformances, every item listed here must be 
corrected 
 
1. The headers and footers of the Validation, Performance Verification and QC Checks SOP 

(Qualtrax Document ID: 3572) are populated with the SOP template information.  The header 

and footer information is not populating because the macro is not in the document.  This 

document needs to be re-issued with corrections.  

 

2. The Validation, Performance Verification and QC Checks SOP and the DFL validation memo dated 

May 2, 2016, conflict with each other regarding approval of subsequently released sub-versions 

of previously verified software.  The SOP states that approval must come from the “section’s 

management” and the memo states “section management or technical designee.”  The SOP has 

not been violated since the technical designee is a supervisor and is considered management 

but the conflict needs to be addressed. 

 

3. The Validation, Performance Verification and QC Checks SOP makes no actual mention of ‘QC 

Checks’. It is not clear which SOP, if any, addresses QC checks.   

 

4. Analysts must sign all authorization memos stored in Qualtrax Quality Files to ensure they know 

what functions they are authorized to perform on casework. The signed memos must be 

uploaded to Qualtrax. 
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5. Clause 3.4 of the Reporting Guidelines SOP states, "The following report statements....” but 

there are no statements listed in the SOP.   

 

6. The Performance Check spreadsheet shows a two-year expiration date for some equipment.  

The date should be one year. This was corrected during the audit.   

 

7. The following reports must be amended: 

a. 2015-05240 – FRED3 is listed on report but it was not used during analysis.  

b. 2017-20225 – The word ‘item’ is duplicated on the report.  

c. 2017-15627 – WB39 is listed as Forensic Hardware used during analysis. However, it was 

determined that WB39 was not used. Remove WB39 from the list of Forensic Hardware.  

d. 2017-21396 – The examiner’s signature is missing from the final report.  

e. 2017-13181 – Under item 2 in the report, there is reference to “dvddy_josh” instead of 

“dvddy_jvsh”. 

 

The report for 2017-21597 did not include the offense date. The Quality Division referred this to 

HFSC’s LIMS team.  No action is required by DFL at this time.   

 

Non-conformances 

 

FINDING #1 

Requirement: Validation, Performance Verification and Quality Control Checks SOP: 5.5.1  

Each piece of technical equipment and forensic software is uniquely identified and 
recorded on the DFL Equipment/Software inventory spreadsheet which is maintained 
by the section’s management. 

Finding: The DFL Equipment/Software inventory spreadsheet did not list all of the forensic 
hardware used by the section and the hardware/software performance verification 
dates were not up-to-date.  

 
 

FINDING #2 

Requirement: ISO 17025: 4.13.2.2 Observations, data and calculations shall be recorded at the time 

they are made and shall be identifiable to the specific task. 

HFSC QM: 4.13.2.2 Observations, data, calculations, and other examination 
documentation are recorded at the time they are collected or made and are uniquely 
identified (forensic case number/laboratory number, agency case number). It should 
be clear from the case record who performed all stages of analysis/examination and 
the date each stage was performed.  
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Finding: For 2017-20589, UFED4PC version 6.4.0.57 appeared to be used in casework on 
November 6, 2017, but subversion 6.4 was not approved for use on casework until 
November 7, 2017.  The case record did not indicate the exact date the software was 
used.  

 
 

FINDING #3 

Requirement: ISO 17025: 5.10.2 Each test report or calibration certificate shall include at least the 
following information, unless the laboratory has valid reasons for not doing so: c) 
unique identification of the test report or calibration certificate (such as the serial 
number), and on each page an identification in order to ensure that the page is 
recognized as a part of the test report or calibration certificate, and a clear 
identification of the end of the test report or calibration certificate. 

Finding: Report #8 in case 2015-05240 was amended.  The amended report was identified in 
LIMS as report #10.  The header of report #10 said this was report #8.  

 
 

B. Forensic Multimedia Unit 
 
Opportunities for Improvement 
 
1. During an interview with an examiner regarding the call out process, the examiner suggested 

that the “Methods of Extractions Observed” and the “Method of Extraction Used” sections in 
the FMU Scene Notes be sorted in a manner that begins with the most favorable method to use. 
This would serve as a decision tree while the examiners are out on the scene.  
 

2. In case 2018-03050, the examiner went to scene and identified the requested cameras and 
channels to export.  Before leaving the scene, he ensured that the extracted data played on a 
proprietary player.  Upon returning to the office, the examiner went to complete the case and 
realized that not all of the data for the requested channels extracted properly.  The examiner 
called the store owner and arranged to go back to the scene to collect the rest of the data.  The 
examiner kept two sets of scene response notes in the case record.  
 

Section 1.6.2 of the Scene Response SOP requires analysts to verify that the video file(s) 

extracted are playable with the proprietary player or with a universal player. The SOP does not 

require the analyst to view the video on scene to ensure the correct video was extracted. The 

SOP should be revised with this requirement.  

3. If a case has multiple call-outs, it would be helpful to include the address of the scene (or some 
other qualifier) in the file name for referencing and amending purposes. 

 
4. In case 2017-15396 the administrative reviewer, an analyst in the FMU, noted errors that were 

technical in nature that were overlooked by the technical reviewer.  In case 2016-18648, a 
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CS/CM Specialist who is assigned to FMU, performed the administrative review.  Had the CS/CM 
Specialist performed the administrative review of 2016-18648, the technical errors would have 
gone unnoticed.  The section should set guidelines as to what is appropriate for technical 
reviews and administrative reviews and re-evaluate who is tasked with performing these duties. 
The Quality Division did not elevate this to the level of nonconformance because the technical 
errors were caught by the administrative reviewer before the report was released to the 
customer. 

 
5. Porter Lee LIMS Report #11 in case 2017-18848 has a “Disposition of Evidence” section but 

report #16 does not.  Report #16 has a “Request” section and report #11 does not.  There 
should be section-wide report standardization for all reports produced from Porter Lee LIMS. 
Report templates have already been created for Justice Trax LIMS.  This should not be an issue 
once FMU transitions to the new LIMS.   

  
6. On case 2017-15396, image DSC00490 was omitted from the LIMS image vault. Per conversation 

with section management, analysts do not upload all the photographs taken. They upload the 
best images to LIMS and the remaining photographs are saved on the FMU server.   

 
7. The Release Information section of the submission forms are not usually completed (see cases 

2017-06041, 2017-03386, 2017-09663, 2017-09663, and 2017-05788 as examples). Per 
conversation with section management, this information is only completed when LIMS is out of 
service. Since this is the practice of the section, it should be added to the Administrative Quality 
SOP. 

 
8. There are multiple versions of scene notes and submission forms in the case records of 2017-

11027, 2016-06529, 2017-20586, 2017-02433, and 2017-09604. It is difficult to determine why 
or what changes were made.  It is also difficult to determine the final and correct versions.  
 

9. Evidence associated with 2017-03832 was submitted by email. Case notes state that the officer 

came in person to submit the evidence directly to the FMU but he only had the audio file in an 

email.  The officer forwarded the exact email he received to the examiner. The examiner asked 

the officer to submit the phone containing the audio but the officer stated he did not have a 

way to get the phone. The examiner discussed the case with section management who directed 

him to make notes and upload the email to the case file. The case record did not include 

documentation of written approval from the manager or supervisor and sectional procedures do 

not cover this type of submission.  

 
The Quality Division recommends that instructions be added to the appropriate SOP to cover 
unusual situations such as this.  Supervisor/manager approval should be required.  

 
10. As of March 9, there were forty-three pending assignments in LIMS.  Thirty-three of these are 

pending technical review, seven are assigned to analyst, and three are draft completed. The 

average age of these requests is 136.5 days.  Since HFSC’s goal is to complete cases within thirty 

days of request, those cases pending review should be closed as soon as possible.  
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Observations – although these are not listed as Nonconformances, every item listed here must be 
corrected 
 
1. Analysts must sign all authorization memos stored in Qualtrax Quality Files to ensure they know 

what functions they are authorized to perform on casework. The signed memos must be 

uploaded to Qualtrax. 

 

2. Discussions between section management and the quality division during the close-out meeting 

indicated that FMU staff accept evidence that is not packaged or properly sealed.  This 

discussion was focused on DVRs but may involve other evidence items.  The quality division did 

not record this as a nonconformance because this was not observed during the evidence audit.  

However, section management must address this issue and correct this by ensuring evidence is 

protected from loss, cross-transfer and deleterious change.  This requirement applies to all 

evidence, including DVRs.   

3. The final reports of the following cases have the report date cut off in the header: 2017-14814, 
2017-09663, 2017-20586, 2017-12737, 2017-03386 (report #2), 2017-12737, 2017-10496, 2017-
23141, 2017-18848, and 2017-09604.  

• Will need IT assistance to correct this.  
 

4. The following reports need to be amended: 
a. 2017-05788 – The release date is not included in the report.  
b. 2017-23711 – The LIMS Change Request Form is dated January 02, 2017, but should be 

dated January 02, 2018. 
c. 2017-11027 – The report lists item #2 as a “DVD-R” but it should be a “CD-R”. 

 
5. On case 2016-06529, the evidence was described three times within the body of report. Only 

the third description indicates that one of the items was received in a damaged condition. Two 
grammatical errors were noted: a ‘the’ was capitalized mid-sentence and one sentence ended 
without a period. Expedited work was requested on May 22, 2017, work was started on June 2, 
and work was not completed on June 5 when the evidence was returned to the officer and 
analysis was ‘aborted’. The case record indicates there was a court date of June 8, but the report 
is dated August 9. Per a conversation with section management, the court request was not 
related to the report. However, the case record says analysis was not completed because the 
evidence was returned to the officer for court purposes.  Multiple versions of the submission 
form were uploaded to LIMS. These were not marked in a way to indicate the correct or final 
version.    

 
6. For case 2017-18848, the evidence is described on the submission form as ‘1 DVR system’. 

However, the submission form states that evidence submitted MUST include Manufacturer, 
Model, and Serial number for any applicable items such as DVRs. (The submission form was 
revised since this case was submitted to HFSC.  This version of the submission form is no longer 
in use). Report #16 must be amended because the word “DRAFT” appears in the analyst’s 
signature line.  
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7. On case 2017-02433, two items of evidence were transferred back to the submitting officer 
prior to review. The report says that permission was given to return evidence to the submitting 
agency before the report was issued but there is no documentation of who gave permission or 
when.   

 
8. On case 2017-06230, the photos taken at the scene were identified by case number but did not 

contain the analyst’s initials. The report needs to be amended because the word “therefore” is 
misspelled in the last sentence. 

 
9. For case 2017-09604, still images were listed as a request on the submission form. A comment 

was added that this would be done by Robbery but the request was not struck through on the 
form. The chain of custody and submission form have conflicting dates making it difficult to 
determine if the call out was on May 16, 2017 or May 17, 2017. The chain of custody says 
evidence was returned to the officer on May 17, but the submission form says May 18. The case 
record included corrected scene notes, a corrected submission form, and multiple copies of 
notes. It was not clear which ones are the final and correct versions. Report #2 says the 
supervisor gave permission to release video footage at the scene.  This permission was not 
documented in the case record.  Additionally, the notes say the files were released because 
there was no forensic processing done. The supervisor did not know about the permission 
mentioned on report #2. If permission was not given, the report must be amended.  If 
permission was given, this must be documented in the case record.   

 
10. During the interview/witnessing process, auditors observed that technical reviews are not 

documented consistently between examiners. The technical reviewers’ changes can be recorded 
on the TR Checklist in the LIMS matrix panel.  However some examiners email or verbally convey 
changes rather than completing the panel. Corrections are sometimes made in the case records 
but the reason(s) are not documented in the TR/AR comments. A technical review form was 
created by an examiner to develop a more consistent process. However, this form is not 
finalized nor effective. 

• Implement the technical review form for consistency in the process. 
 

11. Administrative Quality SOP section 1.6.1 explains the validation process, including when internal 
validations and/or performance checks are required.  
Section 1.6.2.2: Equipment not frequently used will be performance checked prior to use on 
casework. Most of the infrequently used equipment will be designated as out of service 
equipment.   
Section 1.6.2.4: Analog equipment is performance checked prior to use and noted in the case 
record.  
Section 1.6.2.6: Forensic software that is infrequently used will be performance verified annually 
or prior to use if the software is not used in a given year.   Infrequently used software is 
identified by the section supervisor or manager and is listed on the Infrequently Used Software 
list.  The frequency of the use of software is determined based on technical review data and by 
staff feedback.  Performance verifications will be documented. 
 
The Administrative Quality SOP is interpreted differently amongst staff in the section.  For 
instance, during interviews, section management stated the section does not do performance 
checks and has no policy for doing them.  Analysts explained that new hardware/software is 
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validated and equipment and hardware/software that has not been used recently is 
performance checked.   

• Define in the SOP validation, performance verification, and performance check to avoid 
confusion. 

• Define when validations, performance verifications, performance checks, and release 
note reviews will be completed.  

 
12. Administrative Quality SOP section 1.6.1.5 states: Subsequently released versions of previously 

validated equipment or software shall be approved for use after a review of the available 
release notes by the Unit Supervisor or designee in the applicable software/hardware 
function(s).  The documentation of the approval will be recorded on the release notes and will 
be maintained by the Unit.  A validation is required if substantial changes are made to the 
software.   
 
DVR Examiner 3.0.1946 and iNPUT Ace 2.0 are new versions. Section management was asked 
how they determine if changes affect the examination process.  The answer was that changes 
are defined as major or minor. Major changes are when a new filter is added and the filter will 
be used for examination in the FMU, or the program has major changes in the performance. 
Minor changes are when a new filter is added but the filter will not be used for examination in 
the FMU, or there are esthetic changes to software or hardware. However, there are no 
comments regarding whether release note changes are major or minor, only the approved date 
for case work is listed.    

• Define substantial changes. 
 

Non-conformances 
 

FINDING #1 

Requirement: HFSC QM: 5.8.1.1 A chain of custody is maintained for evidence submitted to HFSC 
and will be completed or updated appropriately. The chain of custody is a record of 
the submission of evidence to HFSC as well as all internal transfers. The chain of 
custody includes the date of receipt or transfer and a description or unique identifier 
of the evidence. Staff members are responsible for ensuring evidence items have 
appropriate item descriptions recorded in LIMS.    

Each person acknowledges by signature, initials, or secure electronic equivalent, at 
the time of submission or transfer, when evidence transfers from person to person or 
to a storage location.  
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Finding: Eleven items of evidence from six cases had incorrect chains of custody.  The LIMS 
Change Request Forms asked that evidence be moved from an analyst’s custody to 
the custody of the vault.  However, there were breaks in each chain because the 
named analyst did not return these items to the vault.  During interviews, conflicting 
dates were given as to when the items were placed into the vault.  The chains also 
indicated these items were placed into Evidence Lockers.  However, the items were 
found in a box on the floor inside the vault. 

The chains of custody for some of these items indicated the evidence had been 
returned to the officer.  Additional entries in the chains indicated the analyst had the 
evidence items several months after the chains of custody indicate they were 
returned to the officer. 

These cases were worked by an analyst who is no longer employed by HFSC.  

 
 

FINDING #2 

Requirement: HFSC QM: 4.4.1 … Requests are reviewed by technical staff to ensure that accurate 
submission information is included and the evidence is appropriately sealed. 

5.8.1 Upon submission of evidence to HFSC, evidence packaging is inspected to 
ensure that it is appropriate for the type of evidence it contains. If necessary, 
evidence items will be repackaged to ensure evidence integrity.  

In general, the staff member receiving the submitted evidence will ensure that the 
item is properly sealed. Evidence seals are inspected to ensure they protect evidence 
from loss, cross-transfer, contamination, or deleterious change. 

5.8.1.1.2 Evidence must be received by HFSC in a condition that ensures evidence is 
protected from loss, cross-contamination, and/or deleterious change. If these 
conditions are not met, the evidence may be rejected by HFSC. If this type of 
evidence is accepted, written reports must clearly state the condition in which the 
evidence was received. When evidence is accepted and the evidence seal is 
corrected by the submitter or HFSC staff member, the correction must be 
documented in the report.  These requirements do not apply to evidence submitted 
for immediate analysis (e.g. test firing an officer’s weapon) or to evidence such as 
long guns submitted for NIBIN entry only.  Additional exceptions may be found in 
sectional SOPs.   

Administrative Quality SOP: 1.7.1.7 Receipt of evidence from the submitting 
customer/agency will be documented at the time of transfer electronically in LIMS 
and on the submission form. 

Finding: Unsealed evidence was received by the FMU. The FMU staff member packaged and 
sealed the items.  The officer did not acknowledge transfer of the evidence to the 
FMU and the evidence was not rejected because of the improper seals.  The Quality 
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Manual also says that if corrections are made to seals, that information must be 
included in the report.  No reports were reviewed that indicated this was being 
followed. 

In this submission, the officer did not sign the electronic keypad to indicate he 
transferred the evidence items to FMU, even after he asked about a receipt for the 
items. 

 

FINDING #3 

Requirement: Administrative Quality SOP: 1.7.1.8 When evidence is not being actively worked on, 
those items must be secured in the FMU’s evidence storage room. 

Finding: Items 36 and 36.1 in case 2017-12719 were created on June 30, 2017, and stayed in 
the possession of the examiner until January 12, 2018, when they were transferred 
to the vault. The case record and report do not indicate any work was done on these 
items between July 31, 2017, and January 12, 2018.  

 

FINDING #4 

Requirement: HFSC QM: 4.13.2.1 HFSC retains records of original observations, records of derived 
data, and sufficient information to establish an audit trail. 

AV Forensic Audio analysis SOP: 1.5.4. Document the selected filter(s) and filter 
settings electronically or in the case notes (e.g. using screenshots or an audit trail in 
the software). 

Finding: On case 2017-02433, a screen shot was taken of the error received when the analyst 
tried to open the audio file using PlayerIQ.  However, no screen shot was made of the 
error received when the analyst tried opening the file using Adobe Audible. Case 
notes indicate that both programs were used but only PlayerIQ is listed on the 
report.   

 

FINDING #5 

Requirement: HFSC QM: 5.8.1.1.2 All evidence stored by HFSC will be properly sealed. A proper seal 
is essential to controlling the integrity of the evidence. Lack of a proper seal could 
result in the integrity and quality of the evidence being questioned. An evidence 
container is properly sealed if the contents cannot readily escape and if entering the 
container results in obvious damage or alteration to the container or its seal. All seals 
must include the initials or signature of the individual placing the seal on the item.  
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AV Administrative Quality SOP: 1.7.2.2 Outer evidence containers will be sealed and 
properly labeled with the analyst’s initials and date before being returned.    

Finding: Item 1 of case 2017-13875 was located in the evidence vault and sealed with 
evidence tape but the analyst’s initials and date were not on the seal.  

 

FINDING #6 

Requirement: HFSC QM: 4.7.1 … Pertinent communications with clients relating to evidence 
submission or analysis is documented and maintained as part of the case record. 

Finding: Scene notes and report on case 2017-15396 state that there was communication 
with the officer or investigator, but these communications were not documented in 
the case record.    

 

FINDING # 7 

Requirement: Administrative Quality SOP: 1.7.1.7 Receipt of evidence from the submitting 
customer/agency will be documented at the time of transfer electronically in LIMS 
and on the submission form. 

Finding: The submitter information was not completed on the submission form for case 2017-
06041.  

 

FINDING #8 

Requirement: ISO 17025: 4.13.2.2 Observations, data and calculations shall be recorded at the time 

they are made and shall be identifiable to the specific task. 

HFSC QM: 4.13.2.2 Observations, data, calculations, and other examination 
documentation are recorded at the time they are collected or made and are uniquely 
identified (forensic case number/laboratory number, agency case number). It should 
be clear from the case record who perform all stages of analysis/examination and the 
date each stage was performed.  

Finding: Reports are misleading with respect to dates and times.  Some analysts list the day of 
the request and do not specify what days the analysis was performed. Some analysts 
list the first day of analysis without providing a date range or specify dates for 
specific stages of analysis.   
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FINDING # 9 

Requirement: Administrative Quality SOP: 1.6.1.3 Validations and verifications shall be performed 
on the individual functionality of hardware or software that is relevant to the unit’s 
technical services, rather than validating all features of a hardware or software.  
Validations must include a statement that the software has been validated and is 
approved for casework.  After validations are complete, the supervisor will upload 
the documentation of validation to Qualtrax for approval by the section manager and 
the quality director. Newly validated methods may not be used on casework until this 
approval process is complete. 
 

Finding: Policy requires section manager approval before new software versions can be used 
on casework.  Manager approval is not documented and is typically shared word-of-
mouth throughout the section.  
 

 

FINDING #10 

Requirement: Administrative Quality SOP: 1.7.1.1 The analyst, in conjunction with the submitter, 
will ensure that the most appropriate form of the evidence is submitted. 
 

Finding: On case 2017-09663, the case notes and submission form show evidence was 
submitted by an HPD officer but evidence was received from a Spring Branch ISD 
officer.   

 

FINDING # 11 

Requirement: Forensic Audio Analysis: 1.5.3 Select the audio filter(s) that will effectively reduce 
noise and clarify speech content. It may be necessary to apply different types of 
filtering techniques to maximize audio clarity. 

1.5.5 Once the analyst has determined the most effective filters to clarify the audio 
content, apply them to the entire audio recording or pertinent area(s) requested by 
the customer.  

1.8.1 The analyst will document observations while performing casework with 
handwritten or typed notes.  The case record must contain a thorough description of 
submitted items, notation of any repairs made, analysts notes, and hardware and 
software used for casework (to include version number of software).  The case 
record/file is stored electronically in LIMS and the FMU server.   
 

Finding: On case 2016-18648, the submission form lists “21:17:47” as the requested time that 
the investigator is interested in but the disc and case notes have “20:17:47” written 
on them. It is not clear which time is correct or if the analyst completed the work 
requested by the customer.  
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The emails in the correspondence section are not saved in a manner that the date 
and time are evident and were not added as they occurred (between May 12, 2017-
June 06, 2017) but rather were all added on June 07, 2017.  
 
The phone number listed on the Case Notes is “832”, which is not a complete phone 
number.  

 
The advice of an examiner was sought regarding technical aspects of this case. It is 
the opinion of this advising examiner that:  

• The file was compressed two times during analysis (once when the analyst 
exported it from Photoshop to Premiere and again when she exported it as 
an MPEG).   

• The EQ Filter screenshot demonstrates the examiner was reducing the 
frequencies present in the human vocal range (450, 900, 1.8 and 3.6 Hz). 
This was counter-productive since the examiner was trying to increase the 
intelligibility of the speaker. (Apply Forensic Audio Analysis: 1.5.3 and 

1.5.5)  

• The Case Notes are missing the audio export settings from Photoshop and 
the documented hashing does not identify the software, the version or the 
settings that were used. Without this information, an independent analyst 
could not reproduce the work of the original analyst. (Apply Forensic Audio 
Analysis: 1.8.1) 

• There was documentation that was not “best practice”. For example, case 
notes do not indicate what version of Adobe Photoshop CC 2017 or Adobe 
Premiere Pro CC 2017 were used. (Apply Forensic Audio Analysis: 1.8.1) 

• In the Premiere Setting.PNG document in the PL LIMS image vault, best 
practice would have been to zoom in on the timeframe in which audio and 
video was lost (20:18:14 to 20:18:19) to demonstrate/document this 
properly.  (Apply Forensic Audio Analysis: 1.8.1) 

• Sound Forge Pro version 11.0 (build 299) Copyright 2013 Sony Creative 
Software Inc. was used during analysis. Per the advising examiner, this is not 
commonly used in the forensic field.   

 

 


		2018-03-13T13:18:19-0500
	Carisa Martinez




